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1. HepquHb IVIAHUPYEMbIX PpPe€3y/IbTdTOB OﬁquHHﬂ no AuciuIl/inHe,
COOTHECEHHBIX C UHANKATOPAMH A0CTH)XKEHHUA KOMHETEHHHﬁ

KomnereHus CopepxaHue KOMIIeTeHIHH Huaukarop Cojaep)xaHHe HHAHKATOpa
BeibupaeT WH(OpPMaLMOHHBIE TEXHOIOTUH
Y TIpOrpaMMHBIE CDEe/ICTBAa, B TOM UHCJIE
CrnocobeH TMOHMMATh  TIPUHLIUTIBI
OIlK-2.1 0TeueCTBEHHOTO TPOM3BO/CTBA, pu
paboThl COBPEMEHHBIX o
o pelleHMH  33ja4  IpodecCHOHaIbHOM
WH(OPMALMOHHBIX TEXHOJOTHH U
MPOrPaMMHBIX CPEJICTB, B TOM UHCIIe ACATENLHOCT
OIIK-2 P ’ Wcnonb3yer COBpeMeHHBbIe
OTEUeCTBEHHOTO TPOU3BOJCTBA, W
VH(OpPMaLMOHHbIe TeXHOJIOTHH u
WCIIOMIG30BATE - MX  TIDH  Perierii MporpaMMHBIe  CPeZICTBA, B TOM UHCJIE
3a7a4y npodeccroHansHOM | OIIK-2.2 porp PeAcTBa,
OTEUeCTBEHHOTO  TIPOM3BOACTBA,  IPH
JlesITeIbHOCTH :
pelleHMM  3aja4  I[1podeccHOHaIbHOM
JleATe/IbHOCTU
Vcnionb3yeT OCHOBBI MH(OPMAIMOHHON U
Crniocoben pemiath  crangaptabie | OIIK-3.1 6ubnuorpadueckoit Ky/ieTypsl Ipu pabore
3azauu ripode CCHOHATBHOM ¢ ripodeccroHaIbHON MH(pOpMaren
JlesITeIbHOCTH Ha OCHOBe [IpumensieT VH(OpPMaLMOHHO-
MH(OPMAaLMOHHOM " KOMMYHUKAI[IOHHbIE ~ TEXHOJIOTUH  JJIst
o OIIK-3.2
OIIK-3 6ubmorpaduueckoli  KynbTypbl C pelieHus CTaH/JapTHBIX 3az,a4u
NpUMeHeHNeM HH(OpMaLMOHHO- npoeCCHOHALHOM AesiTeNbHOCTH
KOMMYHHKAIMOHHBIX TEXHOIOTUN U YuuTteiBaet OCHOBHBIe TpeboBaHuUs
C YuYeToM OCHOBHBbIX TpeOOBaHUI OIK-3.3 VH(OPMALMOHHOM  Ge30MacHOCTH  TIpU
MH(OPMALMOHHOM 6e30MacHOCTH ’ peleHnr CTaH/|apTHBIX 3aja4
ripode CCHOHAIBHOM /1eSITeTTbHOCTH
2.  MecTo AMCIUIVIMHBI B CTPYKTYpe 00pa3oBaTe/1bHO# MPOrpaMMbI
JuCUUNIMHBI (MpakTuKm), | ba3ser gaHHBIX
Tipe/ilie CTBYOL1e H3y4YEeHUIO
AV CLUII/INHBI, P€3yJ/IbTdThl
0CBO€HHA KOTOPBIX HGO6XO,Z[I/IMBI
LTS OCBOEHMUS JTaHHOM
JTACLIATITUHBL.
OucuunviHel  (DpakTUKW),  AJs | IIpeAauniomHas npakTrka
KOTOPBIX  pe3y/brarbl OCBOEHUS
JTaHHOM JUCLIUTIUHBI OynyT
HeoOX0JVMBEI, KaK  BXOJHbIEe
3HdHUS, YMEHHWA W B/AdJeHUA [JIdA
X M3y4YeHHs].

3. O0beM AUCHUIUVIMHBI B 3a4eTHHIX eJMHHIAX C YKa3aHHEeM KO/IHYeCcTBa
aKajeMHMYeCKHX YacoB, Bbl/ie/IeHHbIX Ha KOHTAKTHYI0 paboTy o0yuaromerocs c
npemnojaBaresieM (Mo BHiaM yueOHbIX 3aHATHI) U HA CAMOCTOATE/ILHYI0 pabdoTy

oOyuaromerocst

OO0t 00beM JUCIATIIMHEI B 3.e. /uac: 3/ 108

dopMa NpoMeXXyTOUHOM aTTeCTaluu:

3auet

Bujpl 3aHATHI, X TPYA0EeMKOCTb (Uac.)

dopma

00yueHus JIabopaTopHbie

Texuun padoThI

IIpakTHUueckue
3aHATHUA

O0beM KOHTAKTHOM
padoThI
CamocTosiTe/IbHA o0yuaroierocs c
s1 padora npemnojaBareieM
(uac)




3a04yHast | 8 | 8 | 8 | 84 | 27

4. Cojep)xaHue JHUCHUIUIMHBI, CTPYKTYpHMPOBaHHOe Mo TemaM (pa3jeiaMm) C
yKa3aHHeM OTBe/[eHHOT0 Ha HMX KO/IMYeCTBA aKafileMHYeCKHX YacOB M BH/IOB
y4eOHBIX 3aHATHI

dopmMma oOy4yeHuna: 3ao04Han
Cemecmp: 9

JlekijuoHHbIe 3aHATHS (84.)
1. Wudopmamus wu yrpo3sl eé 0Oe3omacHoctu(2u.)[2,4] Ilpeamer 3amuTa
nHdopmaruu. [Tousitne «uHpopmalus». CBoicTBa nHGopmaluu. [IpuHIUAITEI paboThI
COBpeMeHHbIX HH(OPMALIMOHHBIX TEXHOJOTMM W TMpOrpaMMHBIX cpeAcTB. Mcropus
BO3HUKHOBEHUSI CPeACTB U CMOCOOOB 3aluThl WH(MOPMAI[MU. Yrpo3bl 6Ge3omacHOCTH
vHbOpMaI[Mi. YueT OCHOBHBIX TpeOoBaHM HH(MOPMAIMOHHOW 0e30MacHOCTH TIpH
pellleHMM 3aZiad TpodeCCUOHANBHON JleATeNbHOCTH HemnpegHamepeHHble YIpO3bI.
Yrpo3bl Ge3omacHocty  uH(popMmaimu. [IpegHamepeHHble yrpo3sl  OGecrieueHue
JAocToBepHOCTH MHpopmauu B AC.
2. Kpunrorpadguueckasa 3amura jAaHHbIX.(24.)[1,2,3,5] Kpunrorpadpus wu
KpuriroaHanmu3. CUMMeTPUUHble KPUMNTOCHUCTEMbI: IIHA(PBLI TepecTaHOBKH, ITPOCTOMN
3aMeHbI,C/IOXKHOM  3aMeHbl. ACCUMMETPUYHbIe KPUIITOCHCTEMbI: KPUITTOCHCTEMBI C
OTKPBITEIM K/touoM, RSA,cucrtema Db ['amasng.llocTpoeHue U UCIIO/b30BaHUE Xelll-
dbyHkuwmii. [TocTaHOBKa ¥ TTpOBePKa 3/71eKTPOHHOM 1IU(MPOBOH TTOATTUCH.
3. OpraHuszans ¥ TeXHO/JOrud 3amuTbl uHpopManyu.(2u.)[2] T[TonuTrka
Ge30macHOCTU: AUCKPeLIMOHHas!, MaH/jaTHasl, pPosieBasl.
4. TexHO0/IOTMH MeXCeTeBbIX J3KPaHOB 3aluThl MHpopMauuu B ceTax.(2u.)[2]
[Tonsitne "MexxceteBoii 3KpaH". Kiaccudukaiysi mexceTeBbIX 35KpaHOB. DYHKIUU
MeXXCeTeBbIX 3KpaHOB Ha ypoBHe OSI.OCHOBHbIE U [OIOJHUTE/bHbIE BO3MOKHOCTU
MeXKCeTeBbIX SKpaHOB.IIpobieMbl 6e3011aCHOCTH MeKCeTeBbIX IKPAaHOB.

IIpakTueckue 3aHATUA (8u.)
1. IIIndpoBanue meTOAOM IE€pecTaHOBOK. {0Oecema} (2u.)[1,6] 3epkanbpHOE
otobpaxkeHue. CKUTaIa.
2. PemieHue 3ajau MeTOTOM 3aMeHbl. {MuHU-TekuusaA} (24.)[2] 3HakoMcTBO C
MeTOAUKaMU IM(PPOBaHUS: CIBUTOM, C IIOMOII[LI0 "Marnueckoro KBajipata’.
3. AccuMeTpuuHbIe KpUNTOCHCTeMbI. {pabora B Masibix rpymnmax} (2u.)[2,6]
MeTogp! M pOBaHUS C OTKPBITHIM K/TFOUOM.
4. Metop xemmpoBaHusa. {pabora B manbix rpynmax} (2u.)[4] TToctpoenHue u
WCI0/ib30BaHWe Xxelll-PyHKUMU. [locTaHOBKAa W aHanu3 3/IeKTPOHHOW LM(PPOBOM
TIO/ITIHCH.

JIaGoparopHbie padoThI (8u.)



1. 3amura ot BupycoB. {umuranus} (2u.)[1,2] Opranuzarus paboThl Ajisg TMOHCKa
BUPYCOB Ha pabouem MecTe MPOTrPaMMHUCTa.

2. Ucnonb30BaHMe TAPOJIA [JJIA 3al[UThl KOMIIBIOTEPA M ero 00beKkToB.(2u.)[1]
[TocTaHOBKa U CHSITHE TIapoJiel KOMITbIoTepa, 0a3bl JaHHBIX, MarkKy, ¢aiia.

3. 3amuTa uH(opMaLi MeToA0M CMMMeTPUUYHOro mudpoBaHus. {eioBas urpa}
(2u.)[1,2,6] [IudppoBaHne MeToAaMHU: TMEPeCTAaHOBKH, MPOCTOM  3aMeHBl,
MHOT0a1(paBUTHBIM mrppom (MoACTaHOBKOW ), raMMUPOBaHUEM, DES

1 pacKpbITHe 1u1dpa.

4. 3ammra uHpOpMaLMHU C HCIO0/Ib30BaHHEM ACUMMETPUYHBIX a/JIrOPUTMOB.
CucremMbl C OTKpPBITBIM KaouoMm.(2u.)[1,2,3,5] TIpeobpa3zoBanue wuHpoOpMaLUU
anroputMoM RSA. HaxoxkaeHue xelil- GyHKIMU cooOiieHus. [TocTaHOBKa U TpoBepKa
3JIEKTPOHHOU LIU(PPOBOM (QYHKIMH.

CamocrosaTebHasi pabora (84u.)
1. Pa3paboTrka u peanu3anus NporpaMMbl Ha Temy '3amuTa HHQoOpMaIuH
KpunrorpajuuyecKumMu mMeTojaMu. {TBopueckoe 3ajanue} (42u4.)[1,2,3,6] N3yueHue
MeTo/la, COCTaB/IeHHe 3aJlaHusl Ha TporpaMMHoe obecrieueHue, HamvcaHue, OT/IajiKa U
[I0Ka3aTe/IbCTBO Ha KOHTPOJIBHBIX MTPUMePAxX MPaBUIbHOCTUA PAOOTHI €ro.
2. IloaroroBKa K arrecranuu {0ecega} (38u.)[1,2,3,4,5] UreHue nuTepaTypbl U
JIeKI[MOHHOT0 MaTtepuasa. [IpocmoTp npaktuyeckrx M nabopaTtopHbix pabor.
3. 3auér.(44.)[1,2,3,4,5,6]

5. IlepeueHb yueOHO-MeTOJUUYECKOr0 OOecIeueHHs] CaMOCTOATE/bHON PpPadoThI
00yYarOIUXCSA M0 JUCIHUII/THHE

st Kaxxzaoro obyuarorerocsi obecrieueH MHAUBU/Ya/IbHBINA HEOTPaHUUEHHBIN JOCTYII K
3/IeKTPOHHOU MH(OopMal[MoOHHO-00pa3oBaTenbHOU cpene Antl TY:

1. Jlapuna, H.A. 3ammra uHdopmauuu. Kpunrtonorus: meTtof. mocobue st
OakasaBpoOB HaripaB/ieHUs1 TOATOTOBKU "MH(opmaTvKa W BBIUMC/IWAT. TeXHWKA" MH.
dopmbl oOyuenus/ H.A. Jlapuna. - Py6rosck: PUO, 2014. - 56 c. URL:
https://edu.rubinst.ru/resources/books/Larina_N.A._Zaschita_inphormatsii._Kriptologiy
a_2014.pdf (mara obparerns 01.10.2021)

6. [TepeueHn yueOHOM TUTEPaTyPHI
6.1. OcHOBHas MTepaTypa

2. lllanprun, B. ®. MHbOpMaloHHast 6e30IacHOCTh U 3aiuTa nHdopmaimu / B.
®. IMlanerud. — 2-e u3a. — Caparos : IIpodobpazoBanue, 2019. — 702 c. — ISBN
978-5-4488-0070-2. — TekcT : 3nekTpoHHbIN // 1ludpoBoii oOpa3oBaTe/bHLINA pecypc
IPR SMART : [caut]. — URL: https://www.iprbookshop.ru/87995.html (gara
obpartienus: 28.02.2022). — PexxuM AiocTyTia: /ijisi aBTOPU3MP. MOb30BaTe el



6.2. [lorosHUTe/IbHAs IMTeparypa

3. TOCT P 34.10-2012. WndopmaijmoHHass TexHosorus. Kpunrtorpaduueckas
3amuTa uHdopmaruu. [Iportieccskl opMyUpoBaHus 1 IPOBEPKHU 3/IeKTPOHHOM 1[U(PpOBOM
nofnucy: [ata BBegenusi 2013-01-01. - M.: Cranpaptundopm, 2018. — 32 c. URL:
http://docs.cntd.ru/document/gost-r-34-10-2012 (gaTta obparienus 12.03.2021 1)

4. TOCT P UCO/M3K 15408-1-2012. WHudbopmaimonHas TtexHonorusi (UT).
MeTtozapl U cpenctBa obecrieueHusi Oe3omacHOCTH. Kputepuu oreHKH 0e30macHOCTH
nH(pOpPMaLMOHHBIX TexHonorud. Yacte 1. BBegeHue u obiasi mogesnb: [laTa BBe[jeHUS
2013-12-01. - M CranpapTuH(opM, 2014. - 89 C. URL:
http://docs.cntd.ru/document/1200101777 (mara obpamenust 12.03.2021 1.)

5. T'OCT P 34.11-2012. NndopmarmonHas TexHosnorus. Kpunrorpaguueckas
3amura vH@opMmanuu. PyHKIuMsA xsmupoBaHust: [lata BBefenus 2013-01-01. — M.:
Cranpaptuadopm, 2013. — 30 c. URL: http://docs.cntd.ru/document/gost-r-34-11-2012
(mara obparenus 12.03.2021 r.)

7. IlepeueHb pecypcoB HH(OPMALUOHHO-TE/IEKOMMYHHUKALIMOHHON  CeTH
«/IHTEpHET», HEOOXOAUMBIX /I/IA OCBOEHHS AU CIHIL/THHBI

6. https://intuit.ru/studies/courses/10/10/info

8. ®DoHj OLEeHOYHBIX MaTepUa/iOB /s TPOBeJeHUs TeKyIlero KOHTPOJIs
yCIieBaeMOCTH U MIPOME)XXYTOUHOM aTTeCcTal[uu

CopepxaHue TIIPOMEKYTOYHOW arTecTalii pPacKpblBaeTCsd B KOMIUIEKTe
KOHTPOJIMPYIOLUX MaTepuasioB, MpeJHa3sHaYeHHBbIX [/ IIPOBEPKU COOTBETCTBUS
YPOBHSI TIOATOTOBKM M0 AucuuruiiHe TpeboBaHusm PI'OC, KoTopble XpaHATCS Ha
kacdenpe-pa3paborurike PI1/] B meuarHoM Buzie u B OMOC.

9. Hepequb I/lH(l)OpMal.[I/IOHHI)IX TEXHOJ’IOFHﬁ, HCIT0/Ib3yeMBIX IMPH 0CYIEeCTB/IEHUH
06p830BaTeJIbH01"0 mnpomnecca 1o JUCIIUIITINHE, BKJ/TIOUAA InepedyeHb
nporpaMmmMmHoOro o0ecrneueHus U I/IH(bOpMaI.(l/IOHHbIX CIIPABOYHbIX CUCTEM

[ns yCremHoro oCBOeHHsl JUCLMIUVIMHBI UCIO/b3YIOTCS Pecypchbl 371eKTPOHHOM WH(GOpPMalMOHHO-
obpa3oBaresibHOM cpefibl, 0Opa3oBaTe/bHbIE WHTEPHET-TIOPTasibl, I7I00a/sbHAasi KOMITbIOTEpHasi CeTh
WNurtepHer. B mnpornecce wu3yyeHWs AUCLMILIMHBI TPOMCXOAUT WHTEPaKTMBHOE B3auUMOJeNCTBUe
oOyuarolrierocs ¢ mperojiaBatesieM yepe3 JIMYHbIN KaOWMHeT CTyZIeHTa.

Nennn Hcnonb3yeMoe mporpaMMHoOe ofecrieyeHue
1 LibreOffice
2 Windows
3 AnTuBupyc Kaspersky
Nenn Vicnonb3yembie npogeccuoHaibHbIe 0a3bl JaHHBIX U HHGOPMaLOHHbIE
CIpPaBOYHbIE CUCTEMBbI
1 HaronanbHasi s/ekTpoHHast 6ubmoreka (HOB) — cBOOOAHBIM AOCTYIT uuTaTesiel K
¢doHmam poccuiickux 6ubmoTeK. CofepXXUT KOMIeKIWU OLM(pPOBAaHHBIX JOKYMEHTOB
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(KaK OTKPBITOTO ZOCTYIa, TaK U OTPAaHUYEHHBIX aBTOPCKUM IIPABOM), a TaKXKe KaTasior
W3[jaHUM, XpaHsamxcs B oubmiorekax Poccuu. (http://H36.pd/)

10. Onumcande  MaTepUAIBHO-TEXHHUYECKOW  0a3bl, HeoOXoguMMOW  AJisA
0CYIIeCTB/IEHHA 00pa30BaTe/IbHOI0 MPoIjecca Mo AUCIUIUIHHE

HaumeHoBaHue crienfa/JIbHbIX HOME]].IEHI/[ﬁ H HOMEH.[EHPIﬁ AJIA CaMOCTOATE/TbHOM paﬁ()TbI

yueOHbIe ayIMTOPUH [I7Isl IPOBEe/IeHUs] YUeOHbBIX 3aHATHI

TIOMeILeHUs [I7Isi CAMOCTOSATeTbHOM PaboThI

MarepuasibHO-TexHUUeCKoe obecriedeHre | OpraHu3alusi 00pa3oBaTebHOTO
ripoliecca no JUCLUIIMHE [/ MHBAJUZOB U JIML] C OTPaHUYeHHBIMUA BO3MOXXHOCTSIMU
3/I0POBbSI OCYIIIECTBISIETCSI B COOTBETCTBHUH C «[lonokeHrem 06 oOyueHny WHBA/IAOB U
JIUL] C OTPAHUUEHHbIMU BO3MOXKHOCTSIMU 3/10POBbSI».




